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Fbug R RAITE
- KERMFRIEFH, SEEEE SR Hbugiag:

- EFigitElbug -> Wrong Answer

- BAFRGKIE

’bug -> kernel panic/QEMUBERE4

- 2B RYJRIERAE

‘bug -> CPUR &/E%E

- TRIFIRE X

‘bug -> ERAIRERFEGEIR

- HESLIB/Abug -> 777

-

- HlgsZKIZEXIHY - sahY2IRAMTES

]l

i

- RS K ZEFERY - bugRATBEHIME(R®E “Mi%iR(E]

- (REREEEL, bugRaMa=4R97




it

» 3K -> 181t -> (X8 -> Fault -> Error -> Failure

> FRFRbug
- IEfRIB#EE K (specification), {BCEESCIIAIFERA—E
> (FRIEXX(EEPETEEY0R, T4 seiEtE, R nRARERR..), BiEs T /iBiE S
- 1EfRISCIl 7 iERAYESK
> (FEHAMIADoX(EEIESHNERETESY B/MAST B, EERENIZEFH/AEH...)

> BRE_LKbugIME—7% — (FHRTFM

- Read The Friendly Manual

- FlexEE’ﬁ'f'bﬁ%l_th iz, EBEERMRTFM, FAB CIERE
FHETRAE, 1%8%%&%&9%&’]1)711&@
- 7"'3’%’ DETLAEREAKX -> il LK

- EEZF LW printf, ERNEDEFI19E, Bl 74X

o
Ny
X




it

> TJoK -> 1ZIT -> UhS -> Fault
> B4 T FESmIEAPiE

- Fault - BbugBY{UiB, HIaNER5a)EksR
- Error - Bz
- Failure - AJIMIRYRARZEER, ANt ELAS/assert M/ Eeigiz

—/—

IS TH:

> B—Xbug (B SEIIFIFE KA —E) AHEREESE

- A5 (5

=i/ BRAE/ A

)-> Fault Error (/~—=%

- EixX = MFailure@]#iZlFault

- B

[JZL_ 'lyn

1T

R

Error -> Failure

IABXRRI=F “fEIx"

——

HIRIFYEFRERIAR, AL FRMER GRS

=0 F)-> Failure



I AYRIRYGE
> T -> IKIT -> fUAS -> Fault

Error -> Failure

» OB (assert), 3ErrorsEZSpiFailure

- HFEK(specification) EEE K,

- BEyollliat, BEFLNLL, DiffTest

- Alint TESEE, Z&EFault
- -Wall, -Werror

- WER[E, BJ4HP, ZEIERB (ARS8 A58

- }Alﬁ ‘.’Wbug

E1THIGE




INERS (Error -> Failure)

- WiesaEmeaE— 1 hEg

- KBRS

- MRFHEFH

i1f ('cond) {
// obserwvable failure
report and exit();

}

A=

KAUCIEEIX, assertfl i EER T RS a =X

- XRIEAER
» assert(p '= NULL); assert(p->next = NULL); assert(p->prev = NULL);
>next->prev == p); assert(p->prev->next == p);

» assert(p-

- Bf8i%Ecachenp+

» assert(PopCount(HitVector) <= 1);

» {CABSCINANE

= KA —AZHT assertfi=xig

- NRMAIBEmEKCEREmATEKAYassert, {37812

3 iksE, MM FRXEL

- (BRHAREFXEMREZ BRBRIERIE/assertlIZ(4 7



#1470zt (Fault -> Error)

- U FEEZ AR

- Byplllin - SEMMERIEX, B1TRS

- &g - AM_ERORFNIF, riscv-tests
- ESNha - RT-Thread

PN, - BEFL=E LA
- riscv-torture - FAREHEYriscviE S A
> https //glt1ub.com/ucb—bar/riscv—tortu re

- I ARHBECESE Y, ElEVRER
- M DR BRINBERICRIK, FEMI—ERNHITIES

v

» DiffTest - S XRIE



fEAlint TE (Fault -> Failure)

> B DT EHRSIER D), IRmIFE B a & EE=XIEAY TS

 RE—REHlnt T, fgcc i€ (p = NULL)
- -Wall, -Werror \ e

- BIgMpEzsElIntTAE
- VerilatortB&-Wall
- RBEJi#TlintinglIEL TE

= A - 17
- e LERISEBEINTS
- A C REITRE—EE sk LERSHIA T Ewarning

- (HIERX S RARR A BEERETTZEIERY




WS AL, AR, ZIEERHE (P SFault)

- IFFRRYICED = SFRIMCED

- BRI N EEEE
- A5 HB - (&R iEREEERA T4/ (specification)
- ASHIE - (NEREH eI UESCINEXT A (verification)

- BEEE%EE - [RiIIREEFB/IRIE/fEH, (FRIZIURIED GeR&AR
HEPRIPR?

- SU—EMEORELE FONERREN Sl
- R, MRFEIT—EMRMIE, WAZE# z
- GBI BB IR RIMNE R TS
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BllF: mE1FI9=S

> (FERBIFIZLA MU, 1eESEI 2R ERIG?
it

assign 5B = (IR[31] & ~IR[3@] & IR[29] & ~IR[28] & ~IR[27] & ~IR[26]);
assign SH = (IR[31] & ~IR[3@] & IR[29] & ~IR[28] & ~IR[27] & IR[26]);
assign SWR = (IR[31] & ~IR[3@] & IR[29] & IR[28] & IR[27] & ~IR[26]);

[ |

6'b@@1lal: /f ORI

begin

Reghst <= &;
ALUSrC <= 1;
Branch <= &;
Reghrite <= @;
RegRead <= 1;

assign SHL = (IR[31] & ~IR[3@] & IR[29] & ~IR[28] & IR[27] & ~IR[26]1); MemtoReg <= @
assign SAL = (~IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & ~IR[27] & ~IR[26] & ~IR[5] & ~IR[4] & ~IR[3] & ~IR[2] & IR[1] & ~IR[® /iMenRead <= @
assign SR& = (~IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & ~IR[27] & ~IR[26] & ~IR[5] & ~IR[4] & ~IR[3] & ~IR[2] & IR[1] & IR[@]

FriMemrite <= @;
HWrite_strb <= 4'd@;
fllUcan_din <= 3'b1@1;

top)
{(~IR[31] & ~IR[3@] & IR[29] & IR[28] & ~IR[27] & IR[26]) | (~IR[31]1 & ~IR[3@] & IR[29] & IR[28] & ~IR[27] & ~ caseiop

assign Wtrs = ((Zero == 1'b@) & (~IR[31] & ~IR[3@] & ~IR[29] & ~IR[2&] & ~IR[27] & ~IR[2A] & ~IR[S] & ~IR[4] & IR[3] & ~IR[
assign LWLRL = (IR[31] & ~IR[3@] & ~IR[28] & ~IR[28] & IR[27] & ~IR[26]) | (IR[31] & ~IR[3@] & ~IR[29] & IR[28] & IR[27] &
assign LWLR2 = (IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & IR[27] & ~IR[261);
assign LWLRS = (IR[31] & ~IR[3@] & ~IR[29] & TR[28] & IR[27] & ~IR[26]);

assign Ext@

6'b@21eal: /i addiu

{Reghst, &LUSrc, Memt oReg, Reghrite, Branch, ALUOp, Jump, PCHrite} <= {2'b@@,2'b021,4 ' hd@22,1'hd,3'b222,3'h0
6'b2eR1aa: / fbeqg

{Reghst,4LUSrc, Memt oReg, Reghrite, Eranch, 4LUOp, Jump, PCHrite} <= {2'b@@,2'bda,4 ' b@@@6,1'bd, 3 ' b@&1,3'b
&'b@@alal: i/ fbne

Jump <= @;
JumpReg <= &;

57 EtF17

assign LHU = {IR[31] & ~IR[Z@] & ~IR[29] & IR[28] & ~IR[27] & IR[2E6]); 18l <= @; {RegDst, ALUSrc, MemtoReg, Reghrite, Branch, &LUOp, Jump, PCHrite} <= {2'b02,2'b0@,4 ' 'bE221,1'bA, 3 '0O1A, 3"k
assign LH = (IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & ~IR[27] & IR[261); LUT <= & £'bAERLLA: //bler
assign LBU = {IR[31] & ~IR[3@] & ~IR[22] & IR[28] & ~IR[27] & ~IR[2RA]%; P {Reglst, ALUSrc, Memt oReg, Reghrite, Branch, ALUOp, Jump, PCHrite} <= {2'b@@,2'b@@,4'b@202,1'bd,3'bl0@,3'b
assign LB = {(IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & ~IR[27] & ~IR[261); ] ' 6'b@AALLL: /fbEtz
assign Zerolg = (~IR[31] & ~IR[30] & ~IR[29] & ~IR[28] & ~IR[27] & IR[26] & ~IR[28] & ~IR[19] & ~IA[18] & ~IR[17] & IR[16]) Slgrl o= @j {Reghst, &LUSrc, Memt oReg, Reghrite, Branch, ALUOp, Jump, PCHrite} <= {2'b@@,2'b0a,4'b2222,1'bd,3'bl1d,3'b
assign Reghst = (~IR[31] & ~IR[3@] & IR[29] & ~IR[28] & ~IR[27] & IR[26]) | (IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & IR[27] . BEQ <= & 6'0220012: //] . .
{RegDst, aLUSre, Memt oReg, Reghrite, Branch, LU0, Jump, PCHrite} <= {2'bE2,2'b23,4'b2203,1'bd, 3'0E22, 30
assign ALUSrc = (~IR[31] & ~IR[3@] & ~IR[29] & IR[28] & ~IR[27] & IR[26]) | (~IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & ~IR[27 BGEI <= @ 6'b@E0RLL: £/ al
assign PCSre = ({~{Zero == 1)} & (~IR[31] & ~IR[3@] & ~IR[29] & IR[28] & ~IR[27] & IR[26]}) | ((Zero == 1) & {~IR[31] & ~IR BATZ <= &; {RegDst, ALUSrc, Memt oReg, Reghrite, Branch, ALUOp, Junp, PFCHrite} <= {2'b1@,2'b@ad, 4’ b@ale, 1 bl, 3 bAGA, 3 b
if assign RegWrite = (~IR[31] & ~IR[3@] & IR[29] & ~IR[28] & ~IR[27] & IR[26]) | (IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & IR[27 BELEZ <= @; & bEALLLL: / lud
assign Jmp = (~IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & IR[27] & ~IR[26]) | (~IR[31] & ~IR[3@] & ~IR[28] & ~IR[28] & IR[27] & BLTZ <= @; {RegDst, ALUSrc, Memt oReg, Reghrite, Branch, 8LUOp, Jump, PCHrite} <= {2'b2@3,2'b@d,4'b@211,1'bd,3' 0222, 3'h0
i assign MemWrite = (IR[31] & ~IR[3@] & IR[29] & ~IR[28] & IR[27] & IR[26]) | (IR[31] & ~IR[3@] & IR[29] & ~IR[28B] & ~IR[27] . Logic <= @ £'bOELALE: fisltd
if assign MemRead = (IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & IR[27] & IR[26]) | (IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & ~IR[27] {RegDst, ALUSrc, Memt oReg, Reghrite, Branch, ALUOp, Jump, PCHrite} <= {2'b@0,2'b@1,4'bE02R, L1 bd, 3 022Y,3'b
assign MemtoReg = (IR[31] & ~IR[3@] & ~IR[23] & ~IR[28] & IR[27] & IR[26]) | (IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & ~IR[27 Left <= & 6'bRLELL: //s1tiu
assign SLL = (~IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & ~IR[27] & ~IR[26] & ~IR[S5] & ~IR[4] & ~IR[3] & ~IR[2] & ~IR[1] & ~IR[ JALR <= @ {Reglst, ALUSrc, MemtoReg, Reghrite, Branch, ALUOp, Jump, PCHrite} <= {2'b@2,2'b21,4'b2022,1'bd,3' b2@@, 30
assign J8L1 = (~IR[31] & ~IR[32] & ~IR[29] & ~IR[28] & IR[27] & IR[26]} | (~IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & ~IR[27] - Align <= @; &'b@a112a: ffandi

assign
assign
assign
assign
assign

assign

I8L2 = (~IR[31] & ~IR[3@] & ~IR[25] & ~IR[28] & IR[27] & IR[2A]);

JR = (~IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & ~IR[27] & ~IR[2A] & ~IR[5] & ~IR[4] & IR[3] & ~IR[2] & ~IR[1] & ~IR[@]
Write_strb[3] = (IR[31] & ~IR[3@] & IR[29] & ~IR[28] & IR[27] & IR[26]) | (ALUResult[1] & &LUResult[@] & IR[31] & ~I
Write_strb[2] = (IR[31] & ~IR[3@] & IR[29] & ~IR[28] & IR[27] & IR[26]) | (ALUResult[1] & ~ALUResult[@] & IR[IL] & ~
Write_strb[1] = (IR[31] & ~IR[3@] & IR[22] & ~TR[28] & IR[27] & IR[26]) | (~ALUResult[1] & ALUResult[8] & IR[31] & ~
Write_strb[@] = (IR[31] & ~IR[3@] & IR[29] & ~IR[28] & IR[27] & IR[2R])

{~#LUResult[1] & ~ALUResult[@] & IR[31] &

end

Part_data <= 32'de;

6'b@@llla: ff ¥ORI

begin

Reghst <= &;

assign ALUctr[3] = (~IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & ~IR[27] & ~IR[26] & IR[S5] & ~IR[4] & ~IR[3] & IR[2] & IR[1] & I
assign ALUctr[2] = (~IR[31] & ~IR[3@] & ~IR[29] & IR[28] & ~IR[27] & IR[26]) | (~IR[31] & ~IR[3@] & ~IR[29] & IR[28] & ~IR[ ALUSrc <= 1;
assign ALUctr[1] = (~IR[31] & ~IR[3@] & IR[29] & ~IR[28] & ~IR[27] & IR[2A]) | (IR[31] & ~IR[3@] & ~IR[29] & ~IR[28] & IR[2 Branch <= @;
assign ALUctr[®] = (~IR[31] & ~IR[3@] & ~IR[28] & ~IR[2&8] & ~IR[27] & ~IR[26] & IR[S] & ~IR[4] & ~IR[3] & IR[2] & ~IR[1] &

Reghrite <= @;
RegRead <= 1;
MemtoReg <= @;
FiHemRead <= @;
FiMemdrite <= @;

{RegDst,ALUSrc, MemtoReg, Reghrite, Branch, ALUOp, Jump, PCHritel
6'b12212@: / /1bu

{Reghst,aLUSrc, Memt oReg, Reghrite, Branch, SLUOp, Jump, PCHrite?
G'bl@@aal: /i 1h

{Reghst, &LUSrc, Memt oReg, Reghrite, Branch, ALUOp, Jump, PCHritel}

2=

{2'b@2,2'bl12,4'b2222,1'b@, 3" ' b222, 30
{2'b@@,2'b@l,4'b@1&l,1'b@, 3" b@2@,3"'b

{2'b00,2'bd1,4'b@110, 1'bd, 3 ' b2ed, 3 ' b

11



FRAFHOHER

1586 - A ERFIIRIR

ADD SP 100000 REG ALU X RD RS X X X X 0 100000
ADDU SP 100001 REG ALU X RD RS X X X X 0 100001
AMND SP 100100 REG ALU X RD RS X X X X 0 100100
AMDI co 1100 IMM ALU 0 RT RS X X X X X X
OR SP 100101 REG ALU X RD RS X X X X 0 100101
ORI co 1101 MM ALU 0 RT RS X X X X X X
BGEZAL Rl 10001 X BRU X 31 RS X X 10001 X X X
BEQ co 100 REG BRU X X RS X X X X X X
] co 10 X ERU X X X X X X X X X
JALR SP 1001 X BRU X RD RS X X 0 X 0 1001
MUL  sSP2 10 REG MDU X RD RS X X X X 0 10
DIV SP 11010 REG MDU X HILO RS X X X o 0 11010
LB CO 100000 X LSU + RT RS X X X X X X
SWR CO 101110 REG LSU + X RS X X X X X b
MFCO COP 0 X RT CPO X o X X 0 000xxx
MTCO COP 100 X RD X X 100 X X 0 000xxx
ERET COP 10000 X X EPC ERET 10000 4] o 0 11000
SYSCALL SP 1100 X X X SYSCALL X X X X 1100
BREAK SP 1101 X X X
MOVMN SP 1011 RD RS
MOVZ SP 1010 RD RS

H 314 hk
Verilog

VIVADO'

20

20175, 18195 i‘%d‘QiFDpythonﬁi_]zli,

F

SCINFEEZ B RIES T A

http://www.nscscc.org/uploads/soft/171010/1-1G010133147.pdf

, FU_TYPE_PRU,
J* dnstr_walid |
AL instructions

-» List(Y,
-» ListiY,
-» List(Y,
-» List(Y,
-» List(Y,
-» List(Y,
-» List(Y,
-» List(Y,

2018+,

object Instructions {
LuT
a00
a00u
SUBE
SUEL
SLT
SLTU

def
def
def
def
def
def
def

Fi dinstruction decode stage

fu_tvpe

FU_TYPE_&LL,
FU_TYPE_ALL,
FU_TYPE_&LL,
FU_TYPE_ALL,
FU_TYPE_&LL,
FU_TYPE_ALL,
FU_TYPE_&LL,
FU_TYPE_ALL,

Bt

https://github.com/nju-mips/noop-lo

val csignals = Listlookup(instr.instr,
FU_OF_PRU_ ¥, B_SRC_¥,

FU_DP_aLU_ADD_OV,
FU_OP_aLU_#DD,
FU_DP_aLU_&DD_OV,
FU_DP_ALU_#DD,
FU_DP_ALU_SUB_OV,
FU_DP_ALU_SUE,
FU_DP_ALU_&ND,
FU_DP_ALU_A&ND,

EXT_TYPE_ X, RD_SEL ¥, A SRC_X), Array(
b_src | ext_twvpe |

B_SRC_REG, EXT_TYPE_X,
B_SRC_REG, EXT_TYPE_X,
B_SRC_IMM, EXT_TYPE_SIGH,
BE_SRC_IMM, EXT_TYPE_SIGH,
B_SRC_REG, EXT_TYPE_X,
B_SRC_REG, EXT_TYPE_X,
B_SRC_REG, EXT_TYPE_X,
B_SRC_IMM, EXT_TYPE_ZERD, RD_SEL_RT,

{Chisels

RIS

a_src |

4_SRC_RS),
& _SRC_RS),
&_SRC_RS),
& _SRC_RS),
&_SRC_RS),
& _SRC_RS),
&_SRC_RS),
& _SRC_RS),



I=40
- DiffTest - SCERIEIAIEIE
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{£CPU LHITIER, S5k, RiZAUMAIEI?
- (RIREEF NS ZEXIHY

> [AlEbughYERERRIR

- {18 (2 8/HRAE/Bxh) - > Fault Error (A—E5S_L)-> Failure
» BJgeRYFailure

- £

- R%E

— assertsif

> |B)RR: Q0] Bl RRIE—IR AR A ErrorfJig<?
- XA B EREEE SR ARRIPLE (BT BT T Rk T LA RYIES




assertfiiB 4

- TJﬂZ{_TcCPUi:ﬁ WTRIRRAHT ATHIK

- P

- 411

> BeA~BE
- 40

- IF
» {B1X

=T

¢EEREE = manually assert(455R R IERR) W
=%t = manually_assert(fE2F R 1% %0 ) KK

ibﬂ]rtﬁ 5 FBErrorfUiE<SEE Ak Failure, FLANIIZ

FIESHTZEE )\—AfFjﬁkal’Jasse rt?
%assert%& HAIFEE T EF R BAES!

FHIREE!
X MFIARRassert NiZ S BT A?

= —

/0

ZFassert

15



EIERT SR

» CPU = _4\1:%?5-1:5%\59%61% while (1) {
?RLJF;%?FUE’\JTE%\

- MNRBABREIRS, RIZIREHA? Eainis

- BRI T RIEOZE WENREEHAZ? |, T

> FEIRMARNTEYL = BEZHEREE + FFEEZERIE = — 1EXIRES
- BAIeT LS E T EYAVRE!
- R = B REERR = H7ey + PC + RF

> BREARIE—MASEAERERIYe?

16



FiR - DiffTest

- RTEG T REE, £FRDifferential Testing(ZE53hizl)

> OB X RYERE—RERYMFRsEI, EHENEENXATRA, Bl
{945 FORT 24— 2

> IR EREESIRTT: X TFRIEriscvEAMBIMFRSEI, S EERINIERTER, ©
IAPIRSZHN ZH—E]

> PFRECE, ERp—F 2 FA11R9CPU

- PSR T AlE?
- MBI, BRI T

17



5iEitlgeiH1TDiffTest

- 10— MEIUEEE/ASZSLHL(REF)
- QEMU/Spike/NEMU...

> TR IILA AP

_ while (1) | ey reg

difftest memcpy( MsrcEFlsize=1Z]
dest, src, size) REFEYARTFIELEdestH

difftest getregs(r) JXKEREFEVSFFSRE
difftest setregs(r) leRE FROSSTEEIRAS
difftest_exec(n) SESCIHITNEIES

g iJ:ﬁ’i:J*””_JLJéjc SCPUREFF=RIAE

}

cpu_step() ;
difftest exec(l);

cpu _getregs (&rl);
difftest getregs(&r2);
assert(rl == r2);

» BT IXEAPI, sr] AR (B EEZRPRBEZSLIDIffTest 7

18



DiffTestii= W

» DiffTest = EZIESRITHIUE X
- T__Z,% VALY IS VAL s
SE = FITHE

while (1) {
cpu step();
difftest exec(l);
cpu getregs (&rl) ;

difftest getregs(&r2);

assert(rl == r2);

& b/\% Bg_ﬂl- }

- BE _EEE—L_F' AL /IR L RBIRINNL, XPRSHTH =

- AR

- TS

- EARAIXILLRYZEE

» riscv-torturel@iJ
- Ekasignature = B&EERRITHWEUER A

- MPFailure

H

==\

WAZIErronf 2R

RAVEERR, 51200S

KFERFRRIEER
SHITRIT R, MAZEREFRINEN

JEbasignature(RZENFFHIAS) KAIHITER

Z

X

- NRIEFABEER, MAER

19
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>

>

- DiffTestv FHZ43

>

20



2017%F: DiffTestigilf, SINFEARAFEPASEIE

v

v

201 7FRRFIEIUS I NFERER R FIT BN R FeEhtsEiE (PA)

201 7EEHIPAM SR N SRt ERRPATUCARATHIL
- 5I\AM, DiffTest, FIENES

Differential Testing
FAZ - EIBREZAWRE DEEREITE. .

INFRATTRE IR i DR ESEY, RS IR 2Bz TSR 4 BTk R E SR ERY

ST EREE
‘ FES IR bug, B TRET, X T ERET0A B 1RMEEIT ascert () FEAISSHERTRE#TE

RTFSC(2) s, M printf() FICDBEL IR EHIEEGE S errorflfailureAYEEES.

2R, IBf TR SAM ANERAE— I EEHE RIS S MIERTTh, BRI LA E RIS E R L assert() RIRE T BF4,

R ) AN A TISS MIER TR R? SR, LIAEEI306FM T, (BB NA1A3 2RIE 2863/
AIES (TR SETENEMUR L IHES 1, B — =2 A BT AT R & (1R E— N3 ss M SE L

SR M7 7. 1B B AN EN A S SRR 206 SEAONS? B T EFENE MU S TRVE SIS thiT B

BAT - SHASRRS DA TR, SR XEENEMURD EANATHES:, RIFRNEMURI EANATHESA—E, B IRHEIE Elerror T

S ERE TS X R EE—FIEE SR BT E TR SRR differential testing. FAIRIZ2E 7 FEE", 3R
EEAENEHAR? B THEPA TP TE RS, HENSE— e 354, T ENARE AL 2 8

SRR IR BER BRSNS, el RS aR RN e, HS{FEE— T, HENHTES S NTX E FE

S TS . IEEARRERTE. EREIES I MESE RER SR FEEEME P E 25— ol T

https://nju-projectn.github.io/ics-pa-gitbook/ics2017/2.4.html

(=P
BHY

- FHEEKCIINEMURLES, F1IQEMU#EITDIiffTest
- 53R 718 bugETREE MR R
i reg reg

21




2018£E: DiffTestgi7INOOPIREH IR E — 4

. EANEHEDIffTestfFPGATRR: SesCIINEMU, #EAREFSNOOPHHTITLY
. e X86

T R TR
4 | !? e -.T~7 A A T e e ——
e a-
4 | = *j:l'\)\ =] %
g 4 ‘ ollo HWorld: ‘
) EE N et N E
. : = | L 1
e Qe
‘ s | e E /}A_ |
{ (-ro/nanit:or/cpu-ea?.c.o.36,mcm1!:oz_ i1c] Eo m / \\ E %
(sre/monitor/cpu—exec.c, 37, monitor_ st € n te r — /

4R B8 NESt&E#Lzs. IG] N B
NWM ZOEH=S
libos, libc, libndl (Bf2) =17
thesll &4 | 1=k Nanos =1E
i, 2 % BRERS =5
AM (151 E#1) = TRM + IOE + [CTE] + [VME] HRE
mips32 ISA

NOOP & FrihFRse AV EE 2 ES MEH
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2018£E: Diff TestA]7INOOPRER GHE—
. BEAFHEET

— RIESfSEI— ML A STEL AT IERR, RRUNEITHEHI DRSS ESIFERSR

NanosF{LSIS{RE

R o ®
HNRZH=CSH B At BRRR

def tlb write(1:UInt):Unit = { SRR, Bt TR
val entry = tlbh{1) |Z I' Verilog Chisel NEMU
300+ val mask = ~(pagemask.mask ZExt(32) S FE 3K ] Th S o= 1509T
if{param.pipelinebebug) { SERXAATNEE e (A5 Ex3) N/A
o fToeeeTmes o iR ; 20min 30s 0. 5s
e EAT(E] i T £ ~ 5 2 = -
Fixed bug of insufficient bits of pagemask 5 (AEETFE)  (REEI0R) (1271240012)
L 141242068-ouxianfei authored 1 vear ago ¢ IE R A RS t %:rbhi;:;u::ﬂ
Z5MWE: SRABETOMELFHITEEESSR | [ e 0 oo
differ with nemu when running nanos at 922149 cycle ST AZBInon—trivial bug i [ dded page £ault excepts
0 141242068-ouxianfei authored 1 vear ago EEZ%WWE{”—T%TLB bug t [Elrixed bue of snsutticier

RS HeE e RS S

54T FER I A L FSIE (551 L SeRRIBAR)
FESEER R Y

201 8F MR AF _PANRESAL RS

http://www.nscscc.org/a/wangjie/NSCSCC2018/2018/1010/46.html
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20194 lefTestﬂbbEﬂH—E—uhEi#_?:'rﬁiﬁﬁﬂﬁiIE

AT : ,_ ENE“;lﬁ};;E;L Ak o fgﬁ%%gﬂlﬁt [1]

314 99% ug

" % | K%lefTeStE/‘\J f 5XBaLinux + 1EZ{TBusybox
I)fj E 49€F'ﬂlDeblan + ""GCC/QEMU

:?:1:;;;::

i‘; FEsss=s======= (sr Diff "é%&
M ||priviledgeMode: 6x0600000060600061 ‘;:":i":r‘

||| mstatus: 6x0000000000006180  mcause: Bx80000006UH00007 - e ﬁ | 3

, pC: 0x060000000620756¢C i | =
Ea aa :s;a;:;:feg egaegeeessegeige scause: Ox60086000BO6A0BNC - sepc:0xBOBEAANBAATIES Fe ‘H LA AARRRRARRRLLRRARNS AR o
ent at pc = ffffe 96691dd34 right="0x saeeeeeesaeeaeza rong = 9x860080860600 \ = < 1 = ;
EE [l ABORT at pc = 6x 412316982584 e coa: ﬂ“ .‘14 = ="

total guest instructions = 3317556127 e - f"
Hlmm Hent = 3317556127, Lycle(_"t = 1173611805T, TPC-—0-287 2; ' "!'5
i

Linux + Debian, | R4S, 2§Q11712AE.L. 33ZEIES.
- {pRELiny ebia | (BEIRIEE R, K EiE .{gﬁfﬁlfﬁh

HGCC/QEMU Ziﬁgﬁm EEIDebiani izt
| E Jm.i;si lAﬁﬁﬁﬁmﬁgﬁ

[1] Yu, EasyDiff: An Effective and Efficient Framework forProcessor
Verification, CRVF 2019 https://crvf2019.github.io/pdf/14.pdf

HFRISC-VIELFSRAILIER
\Qv\' S%EM

Wi H, LARIE § e rres ‘ . ep———
mEEEE B ZISM_*.. EE Etﬁt‘l‘ﬂfluﬁ' T:E:L.\H'J:J._n FiEHCAYLinux
SN EZRART E5R ., FRTPRERlogs
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20194F: DiffTesti) D —%E— IR BEi#1T

. SHFCRVF ZOZOiFIIIRISC V global forum ARSI EA], DiffTesty

1T\ 2

R

N

GERISEME

WIBEREZE Sl (F R AGIE- 7151

o RZbUGHEIRIES
git log

o ETEDNEER ERXRL
H 7 12/ EsLinuxBTAYBug

@ o Is B2 B K 2%
University of Chinese Academy of Sciences

AURETT

Merge branch ‘dev-linux-priv' into "dev-linux
¢ AugustusWillisWang ommitted on 16 Nov 2019

dd(nsrv64 CSR): s
¢ AugustusWillisWang c

add(riscv64,decode): implement inst wfi as nop
¥ AugustusWillisWang comemitted on 16 Nov 2012

add(riscv4,exc,CSR): read/write unimplemented csr now triggers an i

wgustusWillisWang c

add(riscv64,intr,CSR):
¥ AugustusWillisWang cc
Merge branch 'dev-linux-priv' into ‘dev-linux
¥ AugustusWillisWang committed on 16 Now 201
fix(LSU): fix AMO inst decode error

¥ AugustusWillisWang committed on 16 Now 2019

add(riscv64,CSR): add mstatus.sd bit
& AugustusWillisWang mitted of

chore(debug): ddnoop dply' difftest
& AugustusWillisWang cc . N

val wher trigger gpgm n M-mode

val and stval to 0 except for page fault

25

Online Differential Te

RISC-V Global Forum 2020

sting: Example

» Example: use online differential testing to find a cross-page bug

At the end of this page

(Oxffe) lies a cross-page inst ttiimp o nstat Do aid

trigger inst page-fault

o When such a cross-page

P Page 1 Page 0 Page 1 Instruction triggers an
1 = = instruction page-fault, RISC-V
t |1000 i ' 3
This pags This page o specification requires the
hasbeen | | [masnotbeen| = > ispade mepc/mtval to be updated
accessed riggere s o
1 inst with different value
ffe | : : page-fault
i : e
¥ v
Jump to here Volume II: RISC-V Privileged Architectures V1.12-draft 41
ff 1000
a For misaligned loads and stores that cause access-fault or page-fault exceptions, mtval will contain
the virtual address of the portion of the access that caused the fault. Forinstruction access-fault or

Cross-page 32 bit instruction

page-fault exceptions on systems with variable-length instructions, mtval will contain the virtual
address of the portion of the instruction that caused the fault while mepc will point to the beginning
of the instruetion.

CR) 114 BB A
University of Chinese Academy of Sciences

%

B LinuxBd, FEDIf

Z28121°bug, LAZTFSEEH

TestHYsRIFETT, X

BB NENgRZIRYbug

http://crva.ict.ac.cn/crvs2020/index/slides/1-2.pdf

DiffTestfifEZEl|l{£EDebian_
S EEMEIRE: BTiiES

1=1T7GCCH:
BFERITANIEARL

Bbug, 1
:Tﬁ

https://static.sched.com/hosted_files/riscvglobalforum2020/9c/
RISC-V Global Forum 2020-HuagiangWang-NutShell.pdf




2020£E: DiffTesti) RS e B ZE T ULETIEBISSIIE

- EEUFFREH(E_RE)HEEDifTestiER, ZaE—E

- https://github.com/OpenXiangShan/XiangShan/pull/27

Bav=

+ REfAASRIEF A RYIa4H

9H12H16:21, LinuxiEmmEzh
10H22H6:03, DebianiEEsh

Energency Shell

Emergency Mode

SPECIZI K ER

2021££3H10H8:53,
EFPGA LR InE THEId & O
i ,

FEREFERITESRORARAT (ICT, CAS)

20204 0 2021
! 68 | 7H l 88 | 9B 108 | "mE 112801 1B | 28 | 3B | 4B
;] I X HQ = = CAZE D A 2 H T Sy naD LS J
I i i i i j i i l : |
7H6H21:50, FE#is{TCoreMark 11 1 H17:46, B3 CheckpointHLH/ENRER TAF
2021£381H13:28,
BRIE{T494030MIESHY

10
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20215F: HFLLEPASE

https://github.com/OpenXiangShan/XiangShan-doc/tree/main/slides

_ 20210624-RVWC-SMP-Difftest 715524 RERHZS Mzt 7T5%.pdf

» BZIERE

Emulator (= Simulator

while (1) {

for (i <= ® .. NrCores) {

~— | | Enhanced = il ‘
Cores U l s Cores u \
Memory
‘ - Simulator
l - Simulator
- Simulator f
Cores
——™ Simulator

FRERIE R RS (o1, cas)

R IR Ie

verilator step(i);

nemu_step(i);

verilator getregs(i,&rl);
nemu_pgetregs(i, &r2);

if (r1 1= r2) abort();

if (memory_checker failed) abort();

Memory Checker isthe Key !

20

-

FTiEmemory checkerEl’Jassert

% BgE

* NFER
T el 3 S S
RADERIEERS

AIEREEHHEX Bug

Cache MBCIASHEAASIR
mip Difftest IX&EA—

@ Bieans)
8, saane )
@ . BEaEa )
9. dae00a )
8. dugana )
8. Bada0e )
8. saeana )
@ . dEeaaa |
0. 000008 )
8. o0 )
LT T
@ .2aeapa )
. daeana )
8. @dea0a)
@, Sadana )
6. @ae008 )
8. eae08a )
8. dagana)
8. o0 )
@ . BESHRa )
©. 208008 )
8. daeaaa )
8. Bieans)
8, saane )
@ . BEaEa )
. 200002 )
8. dugana )
8. a0
@ .saeana )
@ . dEeaaa )
8. 200002
8. Do )

i

T332 ZRAIDIffTest

aF: fdt: Ignoring memory range GxB0060808 - OxBO200808
Limux vardion 4.108.0=-00948=-gPha22tadecle=-irny (wkf@ziangahan=06) [gee wersien 2.2.0 (GCC)) F159 SMP S
bootconsole [earlyd] enabled

Initial ramdisk at: @wl____ptrwal____}|
Zome ranges;
DMASE oEgty

{23552 bytes)

NoTEal [ TH2RRR-Bx 1TTErre)
Mowable zome start for each mode
Early memory node ranges

mode  @: [mem @x 2 @b~ ELIETEAT]

Indusmis sotup nods 8 [ees OxO0000800GRT000R0-0xROBRRRRERITTITTF]

Camnot allocate SWIOTLE buffer

elf _hwcap is @x113d

percpu: Esbedded 11 pagesiopw BO____ptrval____) s16872 1@ d209Ri ulS0Ss

Built 1 zomelists, mebility grouping om, Total pages: 7575

Eornel command line: roots/dev/mecblkB rootfstypesssts ro rootwadt earlycom

Dentry cache hash table entries: 896 (order: 3, 32768 bytes)

Inode-cache hash table entries: 2888 [order: 2, L6384 bytes)

Sortimg __ex_tabla.,.

Memory: ZBR36M/387Z0K available (TE@X kermel code, THK redata, 189K rodata, 118K imit, 1606 bss, 1784K
SLUA: HWaligneis, Order=B-3, MinDbjects=@, CPUssZ, Nodessl

Hisrarchical RCU implementation.

MR_IRGS: ®, nr_firgs: @, preallocated irgs: &

:1uﬁk\nurrr runﬂv clockicuren: ®agk: BETPTTOTFAPPAPPATAT Man_cyclod: SxlABSLArad, max_idle_nd: 3I5T83414°
comsole [hecld] enabled

conscle [hwc@] enabled

bootconsole [earlyd] disabled

Bootconsdale [earlyd] disabled
calibrating delay locp (skippod], value caléulated using vimer Troguomcy.. 2.80 BogoMIPS [1pj=188@8)
pid_max: default: &858 minimom: 381

Hownt-cache hesh table entries: 612 (order: @, &89 bytes)
-wwl.nu nt-cache hash table q"l.rl-u 612 lorder: @, 4894 bytes)
Eipal cpral 1 st

RN

e

@ .2aeapa )
# . daeana
. I clecksource: 1iTTies: mask:
@, Sadana )
0. oaeaaa )
8. daeaaa )
@ . dagana )
@, Bbagaig )
@ . SESHRa )
elle, RISC-¥ World!

sap: B'--m ng up secondary CPUS ...

i Br 1 2 CFUs
max_cycles: @xfPIrffff, max_idle_ns: 19112690802TE0008 ns
elocksource: Swi to clocksource i clockiaurce
Unpacking Snitrasfs. .

workimgset: timestamp_| I:ns =42 max_order=13 bu

_order=&
randon: get_random_bytes called from Bxfffffefra 817 with crog_init=@
Freving unused kernel sescry: 198K

This architecture does not have kernel memory protection.

SMP Linux Kernel 21
Overhead: <1%

FREE S PR E AR (10T, Cas) 28

SMP Dif

—
\\\

Testily s 7 #HIEE4bug,
SR&ELWAINRNZZLinux
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https://github.com/OpenXiangShan/XiangShan-doc/tree/main/slides

SRR, LRI EEER
- RSB EERIE, YARERARST

=l

%)

A\ T "R

Q&éﬂ: % I/

QT

% Waveform Te

-RiIT—EIR,

- BEF RIS IRAE TR0

rminator: FEMEHEHER R

RHEERFEASEEXISErEEE

Waveform Terminator:
6H23H BE= 15:20

]

HeIS18 = EIE X5 E MIEAZRIZEN LR

BEDH

Firrtl Transform

Xiangi& 5

I3 Parser

MNEHEHSHITEERIENSITFIGE

TR Chisel P AE R OIS HERNEEHRR "Xiang” 1B S EEHYEEIRAIN
BEENXRIDSL “Xiang” 1BES, ATHIAKIM SR EIE 4 HSHIFEHRARN
REAIRIZ ST

- BHURSERIS RIS SR, RR

th, A{RMCES

FERIEFBTERARTZAT (ICT, CAS) 19

https://www.bilibili.com/video/BV1QV411H7gN
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DiffTest{S A R IGIE R i A R FRAY A BETE

2017 FRAFPAIG  KIERE 7 EiiE<SbughIXERE

o1s | ERAY  —AERSIEEAESERTAEE FETEHS NS ISR
SIRSH  (ERGFISREFILIE e

5019 EH—4—i 5ERINESILiInuxiE{TBuUsybox, 4F B INERIDebianisfT
R IEes GCC/QEMU

Sopg  JTEENEEE  TEEEESEAMETcoremark S5 ERINE TSI k(E
RISC VAMESEZEL E31MBIhEEILInux, 8844 BpkIhEsDebian

5021 FRESEEE  BINESISMP Linux; IS S e R _EFPGARPRT IEA =S
RISC-VAHEEEL SPEC 2006 REFM, oA LB AT R ERAIbug

PR\ RS
> ZFEHIARIE, FATRYERREF! d .'b
-
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Hy kI DiffTest

- gf$§£§|ﬁ—%ﬁ§ﬁﬁ’ﬂw$ LI, sAEEEAVEENRIRA, BNIR1T/ARL

> JR1E8E - gcc vs. clang
- %)HUTBI_ CE |:|7|:/J\/
- TEH#4/RAIEIRER - gcc/gdb vs. clang/lldb vs. rustc/lldb
- M5B = FRAEUNIXEIZAEZ(DWARF)
- XIHZESE - extd, btrfs, NFS...
- RSB = VFS(REIAEZR5)

- INSINASEE - R =RIARRERHIT, DEIRM 22
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INEE

 ERIRS: 3K -> 183t -> 18 -> Fault -~ Error -> Failure
- MRS (assert), #BErrori&3ZpkFailure

» DiffTest = ELISSRIT AT E
- XJFtRIEriscvIFARIMFRSCIN, 5 EBRINIERIER, S IBVIASZT (N 3—2
- CPU vs. 15428

\

. DiffTests QJ-- SIOWE T AT TR AT BEME
- NIEE(KIE<S /A ESE ﬂﬁ’]i’ﬁéx
- BF _‘ilePApk”u Wi, —E— O FIE LRSS AT RS T RIFRIER
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» DiffTestfifir
- https://nju-projectn.github.io/ics-pa-gitbook/ics2020/2.4.html

- DiffTestiif (SRR
- JfuRppt - http://jyywiki.cn/ICS/2020/slides/12.slides#/
- BufFEHE - https://www.bilibili.com/video/BV1qgady1j7xk?p=11
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